KEY Card

FIDO2 Fingerprint Security Key

Member of

Microsoft Intelligent
Security Association
- ] Microsoft

* Passwordless Login to Azure AD or FIDOZ2 Services

*FIDOZ2 and FIDO U2F via BLE

* Beacon Mode for Location Tracking with AoA Locator

* Standalone Enrollment + Card Lock Mechanism

* Keep Badge Personal- Fingerprint Matching to Boost
NFC for Permission to Door Locker and No Need to
Upgrade Equipments
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KIZY.cara | Outlook

USB HID + BLE + NFC device, no
driver needed

Portable key for any Windows, Mac
or Chromebook

Up to 8x fingerprints, matching < 1
sec., FAR < 1/50,000, FRR < 2 %

FIDO2 certificated
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KIZY.cara | Outlooks

LED#2 (RGB Tri-color) LED#1 (Blue)

2

O

0180008C-12345678

J

Each key has his own unique keycode Keycode Mifare ID,
It’s equal to serial number 8 Digits
Check keycode for production records,

customer service and also warranty

Power Button

Fingerprint Sensor

90mAh Li-on
rechargeable battery

NFC Antenna area

0180008C-12345678

J

USB Connector (back side)



KIZY.cara | 3 Steps for Quick Start

Step 1

Enroll Fingerprint to
ATKey

fV o

NG _/
1. Standalone Enrollment (Patent Filing)
https://www.youtube.com/watch?v=wyxdFy

Step 2

RYcog
2. Windows Settings (build 1903)

3. "ATKey for Windows" app

-Please see page 15

Step 3

Fingerprint Matching for
Authentication

Register ATKey to Device

or Service

FIDO2

FIDO U2F

Windows Hello
(option)

OTP (option)

a®,

Azure AD Passwordless logon

Passwordless login Microsoft account or

other FIDO2 authentication via Browsers on
Windows , Mac and Chromebook

You can find FIDO security key readiness services from here:
https://www.dongleauth.info/

Login Google, Facebook, Dropbox,
Salesforce, Gitlab via Chrome browser as 2n@
factor

Windows Logon (via CDF)

* If your Windows joined Azure AD, don't enable this one
2FA via OTP

* This is only for customization projects or customers


https://www.youtube.com/watch?v=wyxdFyRYcog
https://www.dongleauth.info/

KEY Card | USB @

0180008C-12345678

e USB 2.0 Type A (HID) is both for data

transfer and charging functions.

e Plug USB connect out from backside,

insert it into USB port.

* If ATKey.card connected to USB port but
nothing happened (no LED ON); Please
wait for a while since there is a protect
circuit to make sure the battery voltage
is not lower than 3.0V.

What we can do with USB:

Add/Delete fingerprint
* “ATKey for Windows” App
*  Windows Settings

*  Firmware version
*  “ATKey for Windows” App

* FIDO2
* USB security key for
Windows, Mac and
Chromebook via Edge,
Chrome, Firefox, etc.
* Azure AD Passwordless login

* FIDO U2F
* USB security key for Chrome

browser for Windows, Mac
and Chromebook

*  Windows Hello
* Battery charge

* OTP (options)

LED indicator in USB mode:

LED#2 (o) =) b LED#1

@
S =,

LED#1 LED#2

ON OFF USB mode
Battery is 100% charged
ON flashing | Battery charging
flashing Waiting for fingerprint
verification
OFF OFF Battery voltage is lower

than 3.0V, please wait for
a while doing battery
charges until LED#2
showing yellow flashing




A\ KIZY.cara | BLE- Bluetooth Low Energy

e BLE mode: What we can do with BLE: LED indicator in BLE mode:
Pairing your target device with ATKey.Card

~
LED#2 o © LED#1

Add/Delete fingerprint

e “ATKey for Windows” App @
ON *  “ATKey for Mac” App L )

*  Windows Settings

*  Firmware version

*  “ATKey for Windows” App
*  “ATKey for Mac” App

Device (Windows, Mac,
Chromebook, iOS,

LED#1 LED#2

Androfc_l) or App is ready - ON Flashing | BLE broadcasting
for pairing *  Power on ATKey.card * FIDO2
«  Double-click power *  BLE security key for Windows, ON ON BLE connected to device
button to secure Mac and Chromebook via
pairing mode (IED#2) Edge, Chrome, Firefox, etc. flashing ON BLE connected and wait

. for fi int ificati
«  Azure AD Passwordless login or fingerprint veritication

U Scan and find

specific card — ON M BLE secure pairing mode

check the keycode * FIDO U2F on P~ — .
to identify the card BLE security key for Chrome g | TouchTingerprint sensor
0 SHCEED R browser for Windows, Mac, to confirm the pairing
Chromebook, Android, 10S ON S|0\.N Battery low —_plea_se do
«  Touch fingerprint oo St Lol macds) flashing | battery charging via USB
sensor to confirm the e Windows Hello via BLE

pairing () * Mac login via BLE



Work with Mifare Type A (150 14443 / for
13.56MHz NFC reader)

* NFC card reader

* Android Phone

* NFC access control
* NFC door locker

NFC default is off, only boost after

fingerprint matching for 15 seconds.
*  8-digits unique Mifare ID
*  Appis running on JavaApplet

What we can do with NFC:

* FIDO?2 (viaJavaApplet) — by demands
* NFC security key for Windows,
Mac and Chromebook via Edge,
Chrome, Firefox browsers
* Azure AD Passwordless login

*  FIDO U2F (via JavaApplet)
* NFC security key for Chrome

browser for Windows, Mac,
Chromebook and Android

* NFC access control or door locker
(via MiFare ID)
* Power on ATKey.Card - Verify
fingerprint to turn NFC ON

- Approach reader to unlock;
NFC will be ON for 15 seconds

If ATKey.card is in USB mode or BLE
connected mode, NFC won’t be enabled

LED indicator in NFC mode:

LED#2 @ = LED#1

LED#1 LED#2

flashing | Flashing | Verify fingerprint to
enable NFC

ON ON NFCis ON

Note:

After Power ON, BLE will start to
broadcast. It needed you to verify
fingerprint, NFC will then be turned ON for
15 sec.; BUT if BLE connected, fingerprint
matching is for BLE; if your host is PC
(Windows or Mac or Chormebook), we
recommend turning off your Bluetooth of
PC to avoid BLE/NFC conflicts to Card.
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KIZY.cara | OS vs. Interface vs. Functionalities

by demands

* For FIDO2, FIDO UZ2F or Windows Hello, you can just register by one interface (USB or BLE), then you can use the card via any
interface (USB, BLE, NFC) for authentications



KEY Card | LED
LED#2 LED#1
~
(o} o

LED#1 LED#2
Normally this is BLE issue (BLE connected, fingerprint verified, but still
waiting response from Host)

ON ON :
Please re-boot the card (long-press power button to power off, then click
power button to power ON)

- _ Battery low, please do battery charge via USB
flashing (waiting _ Fingerprint matching failed
for finge.rprint ON for 1 sec. Fingerprint matched, and NFC is ON (if it’s not in USB or BLE connected)
matching)

ON flashing Requesjc to con‘firm the BLE pairi.ng N
Touch fingerprint sensor to confirm the pairing
If this happens on “standalone mode” (click power button 3x times), please
enroll your fingerprint (there is no fingerprint template inside the card)

If this happens on “standalone mode” (click power button 3x times), please

ON flashing do fingerprint matching first (fingerprint already enrolled into card), then
you can start to enroll new fingerprint

ON flashing Battery charging

OFF Battery charge full, stop charging
OFF OFF (power on but no LED ON) very low battery, please do battery charge and

wait till LED is ON




AN|KIZY, cora

| Step1: Fingerprint Enrollment (up to 8x fingerprints)

Power on ATKey.Card
Check Youtube video here for the detail:
https://youtu.be/BdF 1jbowXw
LED#1 is BLUE ON, quick click power-button
3x times to go into enrollment mode:
* Ifthereis no any fingerprint enrolled, LED#2
turns to WHITE
* If there are any enrolled fingerprints, LED#2 is
GREEN flashing, please verify enrolled
fingerprint to start enrolling new finger
Put your specific finger on sensor, touch
fingerprint sensor circle and slow (LED is
WHITE flashing, from slow to faster), till LED
shows GREEN, then your fingerprint is
enrolled

@

If you want to quit from standalone
enrollment, click power button once, LED will
turn to Blue, back to normal state.

If your OS is Windows 10 build 1903 or later versions,
you can manage ATKey as security key through
Windows Settings

(BLE) Pair ATKey with your Windows first

. Through Windows Settings => Device => ADD
Bluetooth or other device

Bluetooth & other devices

Add Bluetooth or other device

Bluetooth

® On

. Add a device - Bluetooth

Add a device

Add a device

Choose the kind of device you want to add.

* Bluetooth
Mice, keyboards, pens, or audio and other kinds of Bluetooth devices

*  Power on ATKey, double-click power button to

BLE secure pairing mode (LED#2 is -
flashing), then you will see the ATKey.card
showing (ATKey.card-keycode)

[ BRAVIA

62 ATKey.card-0180038C

Click target ATKey.card, click “Connect” from Ul and
touch fingerprint sensor (LED#2 is white flashing) to
confirm the pairing

Add a device

Add a device

Make sure your device is turned on and discoverable. Select a device below to
connect.

IZ;' ETHIKRET

PC

(| BRAVIA

Display

E] ATKey.card-0180038C

Cancel

Then ATKey is paired with battery indicator (0OS 1903
build or later version)

Bluetooth & other devices

Now di e 85 “ZSAMSUNG-NOTEBO™

Audio
2, AnyCast-BFFD261F

4d

Wireless displays & docks
E:q AnyCast-BFFD261F

Other devices

Or you can skip BLE pairing, just using USB for
fingerprint enrollment

Go to “Windows Settings (OS build is 1903 or later
version) — Enroll fingerprint” page for the detail

11


https://youtu.be/BdF_1jbowXw

KIZY.cara | Step1: Fingerprint Enrollment (up to 8x fingerprints)

* Download “ATKey for Windows” app from
Windows Store to manage ATKey:
*  Enroll fingerprint
*  Add/delete fingerprint
*  ATKey information
*  Companion ATKey to Windows (Windows Hello
login)
* Search “ATKey” or “AuthenTrend” from Windows
Store to find the app, download and install

ATKey for Windows

Ejm-

Available on

Recently added

. ATKey for Windows

* Jump to “ATKey for Windows” for the detail

Download “ATKey for Mac” app from
https.//authentrend.com/download/ATKeyForMac.zip to
manage ATKey:

*  BLE mode only

*  Enroll fingerprint

*  Add/delete fingerprint

*  ATKey information

*  Companion ATKey to Mac ( Mac login, password

replacement)

Jump to “ATKey for Mac” for the detail

/

Mac OS X

12


https://authentrend.com/download/ATKeyForMac.zip

A

KEY Card

| Step1: Windows Settings (OS build is 1903 or later version)

Windows Settings => Account => Sign-in options => Security Key => add “PIN code” and enroll “Fingerprints”
It works for both USB and BLE interface (for BLE, please double-click power button to BLE paring mode to pair with Windows)

< Settings

@ Home

Your info

Accounts

Your info

Email & accounts

Sign-in options

Access work or school

Family & other users.

Sync your settings

Billing info, family settings, subscriptions, security settings, and
more

Sign-in options

Manage how you sign in to your device

Accounts Select a sign-in option to add, change, or remove it.

Windows Hello Face
o _ This option is currently unavailable—click to learn more
Your info
Windows Hello Fingerprint
Email & accounts Sign in witl
Sign-in options \Vl\}llr\dovt/s Hello PIN o
his option is currently unavailabl

Access work or school Security Key
Sign in with a physi

Family & other users Manage a physical security key that can log you into

applications.
Sync your settings

Click “Manage”,
touch fingerprint sensor to setup

Security Key Fingerprint

Personalize your security key

Security Key PIN

Touch your security key.

Reset Security Key

Set up a security key PIN

Confirm se Key PIN

g a PIN for your security key helps keep you

D) Security Key Fingerprint

Personalize vour security key
emorg

i1 Secuiiy Key PIN
Creating a PIN for your sec
secure

Change
Reset Security Key

Remove everything from tt
factory settings

Reset

Touch the fingerprint sensor

Repeatedly lift and rest your finger on the sensor ¢
of your device until setup is complete.

Setup “Security Key —
Fingerprint”
* Type-in PIN code, following
screen hint to enroll
fingerprint, until “All Set!”

Use your fingerprint the next time you want to unlock your
device.

Remove everything from this security key and reset to

factory settings

Reset

Add “Security Key PIN”
first; this PIN code will
write into ATKey.Pro

Cancel

13



A KIEY. cara | Windows Settings (OS build is 1903 or later version) — Reset key

«  Windows Settings => Account => Sign-in options => Security Key => Reset Security key (Delete PIN code and erase all fingerprints)

@’3 Security Key Fingerprint

Personalize your security key

Add another Remove

::: Security Key PIN
= Creating a PIN for your security key helps keep you
secure

Change

Reset Security Key

Remove everything from this security key and reset to
factory settings

Reset

Power on ATKey.card, doing
“reset” within 10 seconds
(after card booting), this is
Microsoft rule

Reset Security Key

The security key will be reset to factory settings. All data and
credentials on this key will be cleared.

Proceed

Reset Complete.

Touch fingerprint to confirm reset;
Not verified enrolled fingerprint to rest, this designed for IT Administrator

Microsoft required spec.- for authenticator reset: in order to prevent accidental trigger of this
mechanism, user presence is required. In case of authenticators with no display, request MUST have
come to the authenticator within 10 seconds of powering up of the authenticator.




A\ KIZY.cara | Step1: App “"ATKey for Windows" — Enroll fingerprint

* Launch “ATKey for Windows” App (version 2.0.55.0 or later version)

* Click “Add and Register ATKey” — please make sure ATKey is ON (LED#1 blue ON, LED#2 blue flashing)
*  Double-click power button to secure pairing mode (LED#2 is flashing)

2/4 Enter a name of the 3/6 Enroll your Fingerprint

ATKey for Windows b 3/6 Enroll your Fingerprint
y @® 0 ATKey.card-0180038C y gerp!

3/6 Enroll your Fingerprint
0%
. Add and Register ATKey > ATKey.card-0180038C

Please touch the finger sensor

Bluetooth

@ on

Now discoverable as “DESKTOP-239KLMO" m
Registered ATKey Default name is -: ATKey.card + Keycode

4/6 Verify enrolled Fingerprint 4/6 Verify enrolled Fingerprint

i o/

Please put your finger on ATKey to verify Fingerprint Verify OK

| N =3

Verify enrolled fingerprint to confirm

Add an ATKey

ATKey.card-0180038C -
ATKey for Windows

©® O

1/A___Dairine with ATKev card AR DA st IATK e el . Add and Register ATKey

Pair Device Pair Device

Pair device?

ATKey.card-0180038C

Does the PIN on "ATKey.card-

L—p Bluetooth

@D on
Now discoverable as "zSamsung-Notebook9-Pen” ATKey.PrO ﬁngerprint enrolled and
T e register for management by app

LED#2 is WHITE flashing, touch fingerprint to confirm the f Registered ATKey i
C — - . 1
pairing, and also click “Yes” from Ul. . . ATKey.card-0180038C 3] @ @ O .
1 1
/7



e ATKey management —information, rename

ATKey for Windows

Add and Register ATKey

Bluetooth

@ on

Now discoverable as “zSamsung-Notebook9-Pen”

Registered ATKey

. ATKey.card-0180038C

©® ®

A\ KIEY.cara | App “"ATKey for Windows” — Key Management

ATKey.pro-01C00037 Configuration X
[ i ) ATKey information >
( } ) Rename ATKey
[ 1 ) Upgrade Firmware
( (;7 ) Companion with Windows

ATKey.card-0180038C Information

Firmware: 3.00.1B.35

Battery:  100%

SI\E | 0180038C

read firmware version here
Read “keycode” here

16



KIZY.cara | Step1: App “ATKey for Mac” — Enroll fingerprint

If ATKey is only for only service (FIDO2, U2F, OTP, ...), you can App is working now, please enable Bluetooth of Mac also
just enroll fingerprint via standalone enrollment, then using a5y 3 T «

USB or BLE (do pairing first) directly, no need to download About
Settings ;
app here. Check for updates... App auto updates, not ATKey
Download app from: Quit |
https://authentrend.com/download/ATKeyForMac.zip - -
Please make sure your app is v1.2.5 or later versions, or you Add ATKey — pairing to Mac (BLE only)
can upgrade version from “Check for updates” from app ATKey for Mac ® G
Install app “ATKey for Mac” R
The installation was completed successfully. Bluetooth
: ﬁ:'m s " o _ e Registered ATKey
Please unlock “ATKeyforMac.app” from Security & Privacy i o il
e < £ Security & Privacy Q c
B . ATKey.card-0180007F il -31dBm o DOUb|e-C|iCk power button
o 1 to secure BLE pairing mode
e g (LED#2 is cyan)
[ | *  Touch fingerprint sensor to
Q confirm paring (LED#2 is
: WHITE)
®
.

Mac OS X

17


https://authentrend.com/download/ATKeyForMac.zip

KEY Card

Circle enroll your fingerprint into card until 100%

1/2 Enroll your Fingerprint

T 0%

Please touch the fingerprint sensor

Cancel

Verify enrolled fingerprint

2/2 Verify Fingerprint

Waiting for verify fingerprint

Cancel

1/2 Enroll your Fingerprint

Great, touch the sensor again

Cancel

| Step1: App “ATKey for Mac” — Enroll fingerprint

T 24%

2/2 Verify Fingerprint

v H |

Verify passed

Cancel

Done

1/2 Enroll your Fingerprint

Great, touch the sensor again

Cancel

i 80%

ATKey for Mac

Add and Register ATKey

+

Bluetooth
On

Registered ATKey

) ATKey.card-0180007F

Mac OS X

18



AN|K =Y, cora

| App “ATKey for Windows" — Windows Hello

ATKey management — Companion with Windows (Windows Hello login via CDF)
If your Windows 10 joined Azure AD, please ignore this page since FIDO2 is ready for Azure AD login, it may conflict with Windows Hello

ATKey for Windows

Add and Register ATKey

Bluetooth

@D on

Now discoverable as “zSamsung-Notebook9-Pen”

Registered ATKey

. ATKey.card-0180038C

©® O

ATKey.pro-01C00037 Configuration

() ATKey information
(r4) Rename ATKey
[ T Upgrade Firmware
T~
VRIS
\ . . .
'\ [ &7 ), Companion with Windows
4

X Guidelines for Windows Hello:

*  Windows Unlock with Windows Hello
companion devices

*  How to Enable or Disable users to use
Companion device to sign in to
Windows 10

* Enable or disable Domain users to
sign in with PIN to Windows 10

1/2  Verify enrolled Fingerprint

Please put your finger on ATKey to verify

2/2 Register as an Companion Devic

L)
\s Y Companion ATKey to this PC

Windows CDF needs authorization by your fingerprint.

Windows Security

Making sure it's you

[ pIN

| forgot my PIN

* Type in “Windows Hello PIN” to allow the L

companion;

* Some Corp. or Org. may disable this group
policy by IT Admin, if you saw the message,

please contact your IT.

5/5 Register as an Companion Devic

()
\s  Companion ATKey to this PC

ATKey.card-0180006B companioned with this PC

KN =3

I 0 '59 LED) 8
s

This icon means it’s a companion
key for Windows Hello via CDF
(Companion Device Framework)

19


https://docs.microsoft.com/en-us/windows/uwp/security/companion-device-unlock?redirectedfrom=MSDN
https://www.tenforums.com/tutorials/107347-enable-disable-sign-windows-10-using-companion-device.html
https://www.tenforums.com/tutorials/80520-enable-disable-domain-users-sign-pin-windows-10-a.html

A\ KIEY.cara | App “"ATKey for Windows” — add/delete fingerprints

* ATKey management — Add/Delete fingerprints, fingerprint sensor calibration

ATKey for Windows
©e@® Fingerprint X
Add and Register ATKey i
( + ) Add Fingerprint
Bluetooth (¢ ] Delete all Fingerprint

@ on -
Now discoverable as "zSamsung-Notebook9-Pen”

‘ #" ) Calibrate Fingerprint Sensor

Registered ATKey

L) ATKey.card-0180038C

1/2  Enroll your Fingerprint Delete All Fingerprint(s) Calibrate Fingerprint Sensor

0 % 1 fingerprint is enrolled. Click "OK" to re-calibrate Fingerprint sensor!

Are you sure to delete?

Please DON'T touch Fingerprint sensor during
calibration!

o o
« Enroll new fingerprint in by ~12 times touch, + Here will delete all enrolled fingerprints, “OK” * If you feel something wrong of fingerprint,
following Ul message; up to 10x fingerprints to delete them doing CahbratIOI"l to re—callbr'ate thg sensor
It needs Windows PIN code to authorize. * Don’t put your finger on during calibration; LED

will be WHITE flashing then back to Blue 20
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| App “ATKey for Mac” — Companion for Mac logon

* ATKey management — Companion with Mac to login without typing password

ATKey for Mac

ar Add and Register ATKey

Bluetooth

On

Danictarad AT av

& ATKey.card-0180007F

® ©

ATKey.pro-01C00037 Configuration X

| ATKey information
D/ Rename ATKey
T Upgrade Firmware
T~
’ \
&), Companion with Windows

A 4

~ -

v

| 5/5 Register as a Companion Device

Authorized by login password:
‘ /?\ I
concel | (KN

Verify passed

Cancel

we need your password to authorize it; in
addition, we will leverage this password
at every login (when fingerprint verify
passed!);

so if you change your login password,
please remember to re-companion the
card

5/5 Register as a Companion Device

ATKey companioned with this Mac

Cancel Done

Security & Privacy Settings
Y
ATKey for ® O
°
+ Add &
Bluetooth
On
Alow apos downioaded fro
Registered
\ - at X
() Clck e ock o make changes -
Please set a login password and enable "Require password
immediately after sleep or screen saver begins".
Do you want to open Security & Privacy dialog?
Cancel OK

Then, we will guide you to the
setting as reminding — enable
“Require password: immediately”
from “Security & Privacy Settings”

Mac OS X

21



A\ KIZY.cara | ATKey for Azure AD Passwordless login (Admin-Backend)

* Does your company/org. license Azure AD?
If yes, does your authentication policy allow “add method” including “security key”?

Please check below links to learn how to enable security key for Azure AD:
. Passwordless Security Keys
. Passwordless Windows 10

. Passwordless On-premises
. Passwordless authentication options — Security Key

A new Authentication methods blade in your Azure AD admin portal that allows 2. Updated capabilities in the converged Registration portal for
you to assign passwordless credentials using FIDO2 security keys and your users to create and manage FIDO2 security keys.

passwordless sign-in with Microsoft Authenticator to users and groups. Wi Tors SR Fsile

R e ® @ 7 © Ubbyewingtiioyon. o Security info
» Home > Wingtip Toys > Authentication methods - Authentication method policy (Preview) o fhris These are the methods you use to sign into your account or reset your ord
+ 0 Authgntl_caty[sn methods - Authentication method policy (Preview) D Orcinine Default sign-in method: Microsoft Authenticator - notification
Wingip Toys - Azure AD Security
*
S M Reset {- Add method
3= Manage Configure your users in the authentication methods policy to enable passwordless authentication. Once enabled, your users will be able to register these =
® Authentication method policy (. authentication methods and use them to sign in. To register, you'll need to ensure that any targeted user is enabled for the enhanced registration preview
i b at User settings > Manage settings for access panel preview features [N
Password protection
) MHon i e ) Add a method
:&‘ FIDO2 Security Key 1 user, 1 group Yes
e sign-in All users Yes
Security key N
FIDO2 Security Key settings v
. | Cancel Add
Drsca:d
=
&
- ENABLE TARGET GENERAL
No ) (Anusers (S8
Allow self-service set up
. USE FOR ) Forocs: No )
& + Signin >
3 + Strong Enforce attestation
9 NAME REGISTRATION - - )
o ubby bt 18 KEY RESTRICTION POLICY
e Adam's work group Mifoes Enforce key restrictions
2 No
Restrict specific keys
alow I
Add AAGUID N



https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-authentication-passwordless-security-key
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-authentication-passwordless-security-key-windows
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-authentication-passwordless-security-key-windows
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-passwordless
https://docs.microsoft.com/azure/active-directory/authentication/howto-authentication-passwordless-enable
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-authentication-passwordless-enable

I+\

KIZY.cara | ATKey for Azure AD Passwordless login (Client)

& Settings

N Home

Access work or school

Find a setting

Accounts

A=  Your info
X Email & accounts
Q@ Sign-in options

B3 Access work or school

Get access to resources like email, apps, and the network.
Connecting means your work or school might control some things
on this device, such as which settings you can change. For specific
info about this, ask them.

Connect
G)

t.com

—_5

Set up a work or school account

You'll get access to resources like email, apps, and the network. Connecting means your
work or school might control some things on this device, such as which settings you can
change. For specific info about this, ask them.

| 'Emznl address

Alternate actions:

These actions will set up the device as your organization's and give your organization
full control over this device.

Join this device to Azure Active Directory

Join this device to a local Active Directory domain

User registration and management of FIDO2 security keys

1.
2.
3.

o

Browse to https://myprofile.microsoft.com
Sign in by ID/Password or app

Click Security Info
. If the user already has at least one Azure Multi-Factor
Authentication method registered, they can immediately register
a FIDO2 security key.
. If they don’t have at least one Azure Multi-Factor Authentication
method registered, they must add one.

Add a FIDO2 Security key by clicking Add method and
choosing Security key

Choose USB device or BLE device

Have your key ready and choose Next

A box will appear and ask you to create/enter a PIN for your
security key, then perform the required gesture for your key
either biometric or touch.

You will be returned to the combined registration experience
and asked to provide a meaningful name for your token so
you can identify which one if you have multiple. Click Next.
Click Done to complete the process

23


https://myprofile.microsoft.com/

KEY Card

| ATKey for FIDO2 online login

Passwordless login Microsoft account by security key:
For Password-less login to Microsoft account - Windows 10 build 1809
or later version via Edge/Chrome browser, USB/BLE mode:
* You can login to add ATKey.Card as security key for your Windows
account from here: https://account.microsoft.com/account
* Login by ID/Password first
* Step by step to setup security key (or check video:
https://youtu.be/aSnJ8W 0Oya4 to setup)
1. Click “Security” from banner bar
2. Click “more security options” from bottom
3. From “Windows Hello and security keys” section,
click “Set up a security key”

Set up your security key

Have your key ready

ﬂ USB device m NFC device

To use a USB security key, when prompted, plug it into your USB port. Then touch the gold circle or button if your key has
one when prompted for follow up action.

/'/
4
“

Cancel

For detailed instructions on how your keys should be connected, please visit your key manufacturer's website.

Next

fido

CERTIFIED

* Touch your enrolled fingerprint to verify

Windows Security
Making sure it's you

Web site login.microsoft.com wants to create a credential for
ztest.huang@outlook.com

8

Take action on your security key.

Cancel

Fingerprint matched, type in name of
the key (default name following
keycode)

Set up your security key

Name your new security key

Hint: Name it so you'll know later which key this one is.

| ATKey.card-0180007F

Next
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* You can find all your registered keys, click “Manage your sign-in methods”

A KIEY.cara | ATKey for FIDO2 online login

Manage your sign-in methods

NAME SIGN-IN METHODS

ATey.card-0180007F ﬁ Security key

ADDED ON LAST USED

1/16/2019 8:40 AM 1/16/2019 840 AM

* Sign-out to logon by security key (password-less)

BT Microsoft

Sign in

Windows Security

Select credential

Web site login.microsoft.com needs to verify your identity

R z huang

ztest huang@outlook.com

Microsoft

S ztesthuang@outlook.com

8 hcf1970@outlook.com

ﬂ Use a security key

Use security key

B Microsoft

Windows Security
Making sure it's you

Web site login.microsoft.com needs to verify your identity

8

Take action on your security key.

Cancel

Fingerprint verified to login

fido

CERTIFIED
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KIZY.cara | ATKey for FIDO2 U2F

ATKey.Card is FIDO U2F ready, it can be a security key for 2n¢
factor authentication.
Here are FIDO2 U2F ready service:

Google  Gmail @8Google Youff[H)

n GitHub % FastMail $3 Dropbox

Or you can search and find available FIDO U2F certified server

here: https://fidoalliance.org/certification/fido-certified-
products/?appSession=8YT7725VODOH6M410QG26WI22NOF6D5MF9W19F5854507
WKJIPBOH5XMB874A659658432G491GGF12B5Y7PIAM6PKR0O9S5G9Z3Q9TOFLK91C544
5079DOINWZFP8714Q

But, Chrome browser only

Google:

e Turn on 2-Step Verification,
https://support.google.com/accounts/answer/185839?2co=GENIE.Platf
orm%3DDesktop&hl=en

*  Use asecurity key for 2-Step Verification,

https://support.google.com/accounts/answer/6103523?co=GENIE.Plat
form%3DAndroid&hl=en

Facebook: https://www.facebook.com/help/148233965247823
Gitlab: Enable 2FA via U2F device,

https://docs.gitlab.com/ee/user/profile/account/two factor authentication.ht
ml

Salesforce:

https://help.salesforce.com/articleView?id=security u2f enable.htm&t
ype=5

Dropbox: https://help.dropbox.com/teams-admins/team-member/enable-
two-step-verification

Security Key (Default) @

[ ATKey-38C (Added: May 2, 3:35 PM)

Last used: May 2, 3:43 PM
Chrome on Mac

ADD SECURITY KEY
—

X

EEle

Choose your security key

You can choose to use a Bluetooth security key, USB security key, or
the security key built in to your device. Learn more

az Samsung Galaxy Note8 >
Last used: June 27, 8:12 PM
Built-in security key

USB or Bluetooth >

External security key

CANCEL

myaccount.google.com wants to

See the make and model of your == ity Key

Click “Allow”

-

(e.g.) Google account — add ATKey.Card as security to Google account:

Have your Security Key?

Make sure your key is with you, but not connected 1o your computer

Insert ATKey.card to
USB port or power ON
Atkey.card by BLE

CANCEL NEXT

©

Security Key registered

ATKey Pro-3C

Ready, type in the
name of security key

Touch enrolled
fingerprint to verify

CERTIFIED [T

26


https://fidoalliance.org/certification/fido-certified-products/?appSession=8YT7Z25V0DOH6M41OQG26WI22N0F6D5MF9W19F58545OZWKJPBOH5XMB874A6596S8432G491GGF12B5Y7PIAM6PKR09S5G9Z3Q9T0FLK91C5445079DO1NWZFP8714Q
https://support.google.com/accounts/answer/185839?co=GENIE.Platform%3DDesktop&hl=en
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https://docs.gitlab.com/ee/user/profile/account/two_factor_authentication.html
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KIZY.cara | ATKey for FIDO2 U2F

(e.g.) Google account — login via ATKey.Card

Google
Hi U2F
0 u2f.authentrend@gmail.com v
Enter your password
’( ........ I % @

Forgot password?

1st factor: ID and password still

Windows Security
Making sure it's you
Please sign in to google.com.

This request comes from Chrome, published by Google LLC.

i

Touch your security key.

Cancel

2nd factor: verify your enrolled fingerprint

Google
2-Step Verification

This extra step shows it's really you trying to sign
in

0 u2f.authentrend@gmail.com v

You're all set

[J Dontask again on this computer

Done and login!

If you want to login your google account with ATKey later, please
uncheck “Don’t ask again on this computer” (default is checked).

But if you checked and login, but you want to use ATKey as 2" factor
to login again, please revoke all “device you trust” as below:

Devices that do not need a second step

skip the second step on devices you trust, such as your own computer.

Devices you trust
Lo

Revoke trusted status from your devices that skip 2-Step Verification

REVOKE ALL

fido

CERTIFIED
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KEY Card

| ATKey for FIDO2 U2F (Android)

FIDO U2F via Android phone/tablet — Chrome browser

Sign in Google account via Chrome browser

;@ - * =0 (44 94% B 21:53

{3 @ /accounts.google.com (1)

Google
Signin

with your Google Account
| I
Forgot email?

Not your computer? Use Guest mode to sign in
privately. Learn more

Greate account m

Request Security Key and turn on NFC

B¢y - < =04 67% 8 16:29

Or

Use your Security Key with
accounts.google.com

Using your Security Key with
accounts.google.com helps protect your
private data.

GET STARTED

By 2C 20N 67%816:29
Q-
Turn on NFC

Your Security Key only works when your
device's NFC is on

TURN ON

A
(=
T NEE
CERTIFIED ["T1

an>=0ID

Authenticate via ATKey through NFC

By - BRIC =0 L4 67% &

Or

Allow using your Security
Key?

Hold your key flat against the back of your device

until it stops vibrating

Use your Security Key with Bluetooth

Use your Security Key with USB

16:29

* Power on ATKey.card

e ATKey.card contacts An

authentication

* LED#1 is flashing, just touch fingerprint to
verify to enable NFC (for 15 sec.)

side) to send U2F token via NFC
(JavaApplet) to Phone to server for

droid Phone (back

28
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KIZY.cara | ATKey for FIDO2 U2F (iOS)

FIDO U2F via iPhone/iPad (iOS) — app “Smart Lock”
and Chrome browser

Download Smart Lock app from store

Smart Lock

Add your google account in

NoSIM = 9:48 PM LY

= 7

Google

Choose an account

“Google Smart Lock” Wants
— to Use “google.com” to Sign
In

This allows the app and website to

+ Add another account share information about you,

Cancel Continue

* Pair ATKey

*  Double-click power button
to secure BLE pairing mode
(LED#2 is cyan)

Bluetooth Pairing Request
“Random E7:1A:25:F7:44:94" would
like to pair with your iPhone. Confirm

O Rondom €72 T 480k *  Touch fingerprint sensor to
confirm paring (LED#2 is
Cancel Pair WH |TE)

& s

No SIM = 9:50 PM -
Cancel @& accounts.google.com X
Google

2-Step Verification
This extra step shows it's really you trying to sign in
[s) i@gmail.com

¢
=

E>

2-Step Verification

Use the Google Smart Lock app to sign in with your
Security Key
Don't ask agan on this computer

Having trouble?

No SIM ¥

Google

9:48 PM

Choose an account

ibgmail.com

+ Add another account

Chrome browser — login your google account by U2F

NoSIM ¥ « 9:51PM -
@& accounts.google.com 0]
Google

One account. All of Google.

d@gmail.com

Password

Need help?

Sign in with a different account

One Google Account for everything Google
GMPROL +H> O

4

@ chome F

your

More opti

4:07 PM

Press the Button on your Security Key 10 sign in to
account

ons
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KIZY.cara | ATKey for NFC Access Control m

ATKey.card is a NFC tag type for 1ISO14443 & Mifare Type A NFC reader
e ATKey.card works for 13.56MHz NFC reader

» Mifare ID is resident and unique ID inside SE/NFC chip

* For NFC door locker

* Ifthereis a “Mifare ID table” in the backend of NFC card reader (Door NFC reader), just need to copy Mifare ID of those
specific cards

e Orregister ATKey.card to Mifare Type A NFC door locker

-——— -

01 BOOOBCJI'I 2345678

are |
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KIZY.cara | Regulations

FCC Label Compliance Statement:

This device complies with Part 15 of the FCC Rules. Operation is
subject to the following two conditions:

(1) this device may not cause harmful interference, and (2) this
device must accept any interference received, including interference
that may cause undesired operation.

To assure continued FCC compliance:
i @ - CCAO18LP1220T
Any changes or modifications not expressly approved by the grantee [=] 209-100349 «(( oie ot
of this device could void the user‘s authority to operate the FCC ID: 2AOPY-ATKEYCARD1
equipment
Ead [E R-C-Ath-ATKycard
Exposure to Radio Frequency Radiation: M/N: ATKeycard C €

This equipment complies with FCC radiation exposure limits set forth
for an uncontrolled envnronment ThIS transmltter must neT

transmitter.
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